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Internet Security Matrix

EcoNet Sentinel

Open Port Security Analysis

Check Point ISS Real Secure Cisco 4200

Symantec

DoS Attacks>

SYN Flood
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LANd
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Network Probing>

Port Scanning

Service Scanning

IP Attacks>

IP Fragmentation

Illegal Packets
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Malformed Packets
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Web & Application Vulnerabilities>

DNS Attacks
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RPC Attacks

Protocol Non-compliance

Application-specific Vulnerabilities

Trojan Horses

Back Door and Remote Administration

Mobile code (scripting languages)
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MS SQL Attacks

SMTP Attacks

FTP Attacks

Buffer Overflow Protection

Spliced Attacks

HTTP Worms>

Code Red, Apache, Slapper, Sadmind

Nimda

htr Overflow
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Additional Features>

Early Warning System

IDS Clean-up Tool

APCoreTM Technology
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Response>

Blocking Initial Packet

Automated Active Remediation
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Reporting>

Multiple Attacks Reporting

Customized Reporting

Packet Capture

Monitoring & Alerts

Attack Reference Links
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Support>

Support Agreement Included

Automated Free Upgrades

Custom Configuration Included

Vulnerability Updates Included
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? EcoNet.com, Inc.

Call 972.991.5005 to setup Sentinel Intrusion Prevention Service




